Tunosas Jekuus

o NpodguIaAKTHKE NpecTyNIeHui B cdepe nudopManHonHo-
TEJICKOMMYHHKANMOHHBIX TEXHOJIOT Hil.

Ha reppuropun Openbyprekoi 061acTi IpaBOOXpaHUTETEHEIME OPraHaMH
BCE Yamle PEruCTPUPYIOTCs (akThl COBEPIUEHMS XUINCHUM JEHEKHBIX CPEICTB C
JHLEBBIX CYCTOB TPAXK/IaH C HCIOJb30BAHUEM COBPEMCHHBIX HMH(DOPMAlMOHHO-
TCICKOMMYHHMKAUHOHHBIX  TCXHONOruH. IloTeprneBIIMMH CTAHOBATCA KHTEIH
pEruona pasjMuHbIX BO3PACTHRIX Tpynil. IIpecTYymHHKH TpH COBEPIICHHH
XHIICHHH TIOCTOSHHO COBCPIICHCTBYIOTCSA, IIPHAYMbIBAsi HOBBIE CIOCOGEHI, IpHU
OTOM  aKTUBHO  MCIIONB3YHOT  VIHTEpHET-pecypChl, TOProBbIE  IUIONIAIKH,
BO3MOYKHOCTH HU(POBOH TenedoHun.

YUToOBI He momacTh Ha yIOBKM MOMICHHHKOB HEOOXOOMMO Ka/OMy 3HATE,
KaKUM 00pa3oM COBEPIIAIOTCS MPECTYIUIEHUSI W Y9TO HH B KOEM CIIy4ae He CTOMT
nenarte. Kak cebsa Bectu eciivy BaM MO3BOHH HEU3BECTHBI H, NPECTaBUBIIHUCE
COTPYAHMKOM KPEAUTHO-QUHAHCOBOIO YUYPEXKICHHA, TPeOYeT IIepCOHAIBLHBIC
nanpele Bameidl Gankosckodt kapTei? Kak oGesomacuts cebs mpu coBepIieHHH
IOKYIIOK 1100 MpoJax Torapa yepes Murepuer?

Ha ceropmsmmuii nens Haubonee 4acTo BCTPEYAIOTCA CIEAYIONIHE CIIOCOOHI
COBEPILEHHs] JIMCTAHIMOHHLIX XUIICHHIA:

1. XHUIICHAE COBEPIIEHO ¢ HCIIONbL30BaHMEM cpeacts IP-tenedonuu u
TEIC(OHOB  COTOBBIX  ONEPATOPOB  IOJ  HPEAJIOTOM  IIPEIOTBPALICHHUS
HCCAHKIMOHMPOBAHHOIO CIHCAHUs ACHEKHBIX CPEACTB, OGOPMICHHS KpEJIWTa,
OJI0KMPOBKH HAHKOBCKOM KapThl, COXPaHEHNS IEHEKHBIX CPEJICTR Ha «Pe3epBHOMY
cYere.

lIpecTynmHUK BBOIHMT KEPTBY B 3a0IyxE€HUE ¢ MOMOIIBIO METOMOB Tak
Ha3BIBACMOH «COLHMAIBHON MIDKCHEPHI», MOTyJasi PEKBH3UTEl GAHKOBCKOM KapTh
1 oxHopasoBbic Koael B CMC, cozmanHbIe Mt WIeHTHOUKAIIMK JIMLIA B CUCTEME
JIMCTaHIMOHHOIO DaHKOBCKOIO OOCIY)KHBAHMSA, KAK BIAJENbIA, THO0 3aCTaBIsIeT
IIOTEPIEBIIETO YCTAHOBUTH MPOrpaMMBl yaanéHHoro goctyma «Team - Viewery
mwii «AnyDesk», pacropsmkaeTcsi HMEIOIIUMECS Ha JTHIEBOM CYETE [CHEKHBIMU
CPEICTBAMH, KaK IIPABIIIO IICPEBOIA HMX Ha IOJKOHTPOIBHLIC CYETa, HUCIIOIb3Ys
PasIMYHBIC IUTATCKHBIE CEPBHUCHI, 3JIEKTPOHHEIE KOLIETHKH M HOMEpa Tele(hOHOB
OIepaToOpOB COTOBOM CBS3H,

B namsom ciaydae Heo0X0QMMO HEMEUIEHHO IPEKPATHTHL Pa3roBop,
NO3BOHHTE 110 HOMEPY «ropsiyei JIHHMM» OAHKOBCKOTO YYpEKIeHHs, B
KoTopom odopmieHa Bama 6ankoBekasi kapra, 00 JHIHO MOCETHTHL oduc
0aHKa ¥ MOMHTEPEeCOBATHLCSI MO IIOBOTY COMHHUTEILHBIX MEPEBO/IOB,

3anomuure! Corpyanmxu 6aHka Hukorga mo rteixedony He GymyT
CHpAalIMBATh MEPCOHAIBLHBIEC JaHHbIe 0AHKOBCKHUX KapT, TeM 0oJiee Koj U3
CMC. He cymecTByeT TAaKOr0 BH/IA COXPAHEHHMS CPEACTB, KAK BHECEHHE
HAaJIMYHOCTH 4Yepe3 TEPMUHAA HA «pPe3epBHBIN» CcYéT JanG0 mepesox Ha
aboHenTckuii Womep. Hu B KoeM ciayvae He mepenaBaiiTe NepcoHAIbLHBIE
AaHHbIE CBOEHl OAHKOBCKON KAPTEI, He YCTAHABJIMBANTE B CBOEM CMapT(oHe
1160 KOMIIBbIOTEpe KAKHe-TH00 NPOrpaMMel 10 NPoCchLle HEU3BECTHOTO JHNA.



2. XuIIeHHE COBEPIICHO MOCPEACTBOM Teae(hOHHOIO 3BOHKA 110 BHUIOM
mokymareas 5ubo MpojaBlia MO PAa3MENIEHHOMY OOBSBICHHUIO Ha TOPrOBBIX
wiowmaakax caiitos «Asuro», «lOna» u .11

IIpecTynnHUK BBOIUT KEPTBY B 3a0NyKIeHHE, IOSICHSS, YTO B CBSI3H C
HaxOXKAeHueM 3a npeaenamMu OpeHOyprckoi 001acTu, TUYHO epeaaTh AeHbIU He
MOXET M [pelaraeT OCYIIECTBUThL CHENKY AUCTaHUMOHHO. Jma 3Toro, kak
OpaBUIIO, JIMIA TEPEXOAAT JUlsl OOIIeHusl B Meccenpkepsl, dane «WhatsApp»,
ZIOTOBAPHBAIOTCA O IONYYEHHH (OTIIpaBKe) TORapa C MOMOINBIO CIYKO TOCTABKU
(Avito — nocraBka, CDEK, Boxberry u T.11.), IPECTYIHHKH CKHIBIBAIOT HHTCPHET
— CCBUIKY Ha (UIUIMHTOBBIE ([IOANENBHBIE) CANTHI, T/I€ )KEPTBA BHOCHT PEKBH3HUTHI
OaHKOBCKOM KapTEHI.

3amomuuTte! Toproppie MIOMIAAKH OCHALIEHBI CHCTEMOH 3alMTBI OT
COMHMTEJIbHBIX ONlepalMii 1o MepeBoay CPeACcTB, MO3BOISIOLIel 0JI0KUPORATH
pasju4Hble CCBUIKM, IO3TOMY eciin Bac mnokynareinb/mpoaaBeln IHPOCHT
NepedTH K O0IIeHHI0 B MeCCeH/DKepe M KHIAeT CChLIKY, TO 3TO MepPBbIM
TPEBOKHBIH CHI'HAJ K TOMY, 4T0 Bac xoTsit 0OMaHyTh. 3a9acTyI0 CCBLIKM,
OTHpAaBJfgeMble IPECTYNHUKAMU, 110 HA3BAHUI0O MOryr OBITH CXOXKH €
HA3BAHUSIMH PA3/IMYHLIX KOMNAHMHA 10 HOCTABKAM TOBapa, Jxaxe ¢
HA3BAHMSIMH CAMHX TOProBBIX IIomaaox. He mepexogure mo ccblikam,
OTIIPABJICHHBIM HEU3BECTHBIMM JTUIIAMH.

3. XHIIEeHUEe COBEPIICHO IIOCPEACTBOM TeleOHHOTO 3BOHKA TIOJ
IPEIJIOrOM BBIIAYH KPEIUTOB (3aiMOB).

B o1aHHOM cHTyauuu, JO COBEPLUEHHSI NPECTYIUICHHS, TITOTSPIERIINH
CaMOCTOSATENBHO HAXOAWUT NPEIJIOKEHHS B MHTEPHET Cpelie O MPENOCTABICHHH
KpenuTa, Nepeias Ha «PUIIHHTOBBIN» CalT, OCTaBISET CBOM KOHTAKTEL
310yMBIIIIEHHUK, II0J BHAOM PabOTHUKA KPETUTHOTO YUPEXKIAEHHUS, CBI3BIBAETCS
C )KEPTBOH, BEIMAHHUBACT PEKBH3UTHI KAPTHI MO MPEJIOIOM OIIATHI KOMHCCHH H
pacnopspKaeTcs eHbraMH dyepes IIOAKOHTPOIIbHEIE OAHKOBCKUE CUETa.

B namnom ciy4ae Ha/J0 3HATh, YTO Beds IEpPEeroBopsl no TeaedoHy Mo
MOBOJY /OCTABKM KPEIUTHBIX JEHeKHBIX CPeICTB H 3apaHee ONJIAYHBAS
yeaIyra Kypbepa, CyMMY 3a CTpaxoBaHMe H OTKpbITHe c4éTa, 0e3
JOKYMEHTAJIBHOI0 TOATBep:kIeHusl, Brl puHckyere ocrarhess 0e3 IeHer.
CaMplii HAZEKHBIA CHOCO0 MOJYYECHHSI KpeauTa — HTO JHYHOE IOCEICHUE
Danka.

4. XUIEHHE COBEPIIEHO C UCIOIB30BAHMEM «(QHUIIMHTOBEIX CAHTOBY» B
cet MHTEpHET.

Kak npaBuino 3T0 «IBOMHHMKH» CalTOB MpOAaX aBHAOUIICTOB, CaliTOB
HHTEPHET - MAarasgHoB OBITOBOM  TEXHUKM, DIEKTPOOOOPYIOBAHUA U
JIICKTPOMHCTPYMEHTOB. Pasnuuyarscs Takme CalTBI OT HACTOSINUX MOTYT B OJHY
OoykBy mmu 1mudpy. [JoMeHBI TakuxX calTOB OOBIYHO 3apErHCTPHPOBAHELI 32
npenenamu Poccuiickoit @enepamiu.

Heo0xoaumo OMHHTH H 3HATh, YTO CAMBIH HAJEXKHBII CI0CO0
npuobperennsi OUJIETOB — 3T0 Kacca adPONOPTAa, KEIe3HOHAOPOKHOIO
TpaHcnopra. Ecim ke Bol pemmmnm kynute Omier B cerm Hurepuer, 1o
He0DX0/IMMO BHUMATEIbHO H3YYHTh CANT, MOYUTATHL OT3BIBLI.



5. XHUIICHHE COBEPIICHO € MCIOJIL30BAHHEM CETH Huteprer B
COMUANBHBIX CeTAX («OnHoknaccHukuy», «BKonTakTey, «MHCTarpaMm»), B TOM
YHCIIC IIYTEM B3JIOMa CTPAHHII.

B 3TOHN CUTyaluu IIPOCIIEKUBACTCA 3dKOHOMEPHOCTE: B
«ONHOKITACCHUKAX) KEPTBAMH CTAHOBSTCS JIMIA MOXKUIOTO BO3PACTA, MPEIIOrOM
SABIISIETCS MHUMas BBITTATA BCAKOro poja komnencauuid (HIC, mormrarte! x meHcHy
M T.IL). Bo «BroHTakTte» 3M0yMBIIIICHHHKOM B3IaMBIBAETCS CTPAHHIA CBS3Ei]
[IOTEPIIEBIIET0 M OT MX HMCHH, IIYTEM IEPENHCKH, 3allPalIMBalOTCd ACHEKHBIC
CpencTBa B JOAT, C YKA3aHUEM DPEKBHU3UTOB OAaHKOBCKOM KapThl. B conumampHOI
cern «MHcTarpaMm» pacmpoCTpaHCHBI TaK Ha3bIBAEMBIE MHTEPHET — CTPAaHUIIBI
MPOJaxK BEIIEH, IA¢ TTOX BMIOM CACIKM NPECTYIHUKH 3aBIa/€BAIOT PEKBH3UTAMM
OAHKOBCKMX KapT JMG0 BBIHYXK/AIOT BHECTH NPENOILIATY 3a TOBAP U HE
HCIIOJIHAIOT CBOMX 00sI13aTENLCTR.

Ecim Bam 3HakoMbIH B CONHANBHONH CeTH NPOCHT JIGHLIHW B JIOJIT,
Heo0X0/IMMO CBAI3aThCA € HMM 1O TeleQoHy, audo0 yGeaMThCH B XOJe
nepenucKu, 4To ¢ Bamn ofuiaercss MMEHHO OH, 2 He MOLIEHHHK, Y KOTOPOIO B
NOIBL30BAHUM HAXOUTCH B3JIOMAaHHASI CTPAHUIIA 3HAKOMOTO,

6. XHIIEHUE COBEPIIEHO TIOCPEICTBOM TeNe(OHHOr0 3BOHKA, IIOX
IPEIVIOrOM  OCBOOOK/IEHHS POJCTBEHHHKA OT YIOJOBHOM OTBETCTBEHHOCTH.
IIpecTynHuKN 3BOHAT, KaK MPaBHIIO, HA JOMANIHUE Tee(OHbI, IPeICTABISIOTCS
COTPpYAHMKAMHU TIPABOOXPAHUTEIBLHEIX OPTAHOB, JOBOAT JOXKHYIO HH(POPMAIHIO O
TOM, YTO POJCTBEHHHUK cobecennuka skoOnl moman B Gexy (JITTI, cObun uenosexa,
H30UT KOro-mubo W T.11.). B JaHHOM Cciiydae OpECTYNHUKH HPEIaraloT PelIdTh
BOIIPOC, I Yero TpeOyeTcs OnpeneleHHas CyMMa JICHET, KOTOPYI) B
IIOCIECAYIONMIEM 3a0HpaloT Yepe3 TaKCHCTOB, uO0 MNPENIaraloT 3auHCciINTh
JICHEXKHBIE CPEICTBA HA OAaHKOBCKHE PEKBU3UTEI,

byabre BHuMaTenbnbl! Ilpm mocrymieHuM mOXOGHBIX 3BOHKOB,
HECMOTPS HAa YIrOBOPHI NPECTYNHAKOB 0 TOM, YTO He CTOUT 3BOHHTH HHKOMY,
HeMeITIeHHO CBSKUTECH C POACTBEHHHKOM, KOTOPBIH nonai B «Gexy».

B pasrosope coxpausiite cnokoiicTBHMe H He HA3BIBAliTE JAHHbBIC
POACTBCHHHKA, CKAKNUTE HEH3BECTHOMY, 4T0 OydeTe Mo jJaHHOMY (akry
00dpamarbcs B IPaBOOXPAHNTEILHBIE OPraHbI.

7. XHUIIEHNE COBEPILEHO 110/ BUIOM IIPEJOCTABICHHS PA3IHYHEIX YCIYT,
HAIpuMep 1o 0hOPMIIEHHIO JOKYMEHTOB IS TPYIOYCTPONCTRA.

JlaHHBIE TPECTYIUIEHMA COBEPINAIOTCS B PE3YILTATE pa3MelleHHs Ha
HHTEPHET-CAMTaX II0 TNPEIOCTABICHHIO YCIYT OOBABICHHH II0 CHENHATIBHO
3aHIJKEHHOM CTOMMOCTH. B pesymbrare mnocieaymiomero obMaHa >KepTBBbI
MOIIEHHHUKOB IEPEUHCIISIOT 3aJaTOK THO0 BCIO CyMMY, HE IIOJydas PE3yJbTaTa.

3anomuure! Hu B KoeM ciiyyae He CTOHMT NEPEYHCTATH NEHEKHBIE
CpelcTBa, He YOeNMBINNCH B TOM, 4YTO HA CaMOM [elle CyIecTBYeT
OpraHu3auus, yCJIyraMmu KoTopoii Bel xorure Bocnonb3osarscs. IlpoBepnbre
OpPraHM3alMI0 NyTéM MOHUTOpPUHra cetd HHTepHer, mOYHTAHTE OT3HIBBI,
nonpodyiTe CBA3ATHCH € HPEICTABUTENAMH M HOHMHTEPeCYHTech, KAKHM

BHI0OM HEeATEJIBHOCTH JaHUMaeTcsa opranu3anms H Kakue ycayru
IpexoCcTABIIsIET.



8. XWIIeHMH, COBEpIIEHO HOCPeICTBOM ceTH MHTepHeT moj mpemiorom
OKa3aHMs IIACCAKHUPCKUX YCIYI Yepe3 CepBUC (MPHUIOKEHHUE) II0 MOHMCKY
nonytuukoB «BlaBlaCary:

JlaHHBIE TIPECTYIUIEHWs COBEPINAIOTCA B DPE3YNBTATE pa3MENICHHS
o0BsABIEHHS Yepe3 MpUnoXxeHue. /19 aToro nuia, Kak MpaBMIo, IEPeXOusT AJIs
obmienus B MecceHmkep «WhatsApp», rae B XoIe INEPEIHCKH PECTYIHUK
CKUIBIBACT CCBUIKY [UIs OIUIaThl MO0 OPOHHUPOBAHHS ITOC3JKH, IPOHIL IO
KOTOPOH XKepTBa BHOCUT PEKBU3UTHI OAHKOBCKOH KAPTHL.

Heo0xoamMo nDOMHHATL M 3HATHL, YTO CAMbBIH HAXEKHBIA CIOC00
nepeABHIKEeHHS — 3TO NepeABHIKeHNe HA TPAHCIOPTe, 0 KYIUIEHHBIM OujieTam
B Kaccax aj’pomopra, KeIe3HOJ0PO:KHOro M aBToBOK3ajax. Ecam ke Bol
pelMiIM BOCHOIb30BATHCH CEPBHCOM IO moumcky nomytuyukoB «BlaBlaCary,
TO HEOOXOMMMO NepeJaBaTh /IeHbI'M 32 N0e3IKY TOJBKO U3 PYK B PYKH HPH
BCTpeYe B aBTOMOOMIIE MUIH 110 NPUOLITHIO K MECTY HAZHAYCHUS.

9.  XumeHue, COBEPIIEHO TOCPEACTBOM ceTH VHTepHer, myTém
pasMenieHnsa HH(OPMALIUHU O IIPEJIOCTABIEHUH YCIIYT JIOCYTa.

B pamsoil cuTyanum, 10 COBEpPIIEHUS IIPECTYILICHHS, TOTEPIICBIIHIMI
CaMOCTOATEIBPHO HAXOIUT MPENNIOKEHHs B HMHTEPHET-CPEIC O IPEIOCTABJICHHH
JaHHBIX ycayr. 7KepTBa CBS3BIBAETCA C 3JIOYMBIIIJIEHHUKOM I0 YKa3aHHBIM
abOHEHTCKMM HOMEpaM U TIOJ IIPeAsoraMy OIUIATHI YCIIYT, CTPAXOBKH TEPEBOLHUT
JCHEKHBIE CPENCTBA HA YKA3AHHBIC CUETa MOCPEACTBOM MOOMIBHOrO OaHKa HWIIH
TepMHHAaNa OIJIaTHL

He crouT monk30BaTHCSl JAHHLIMM BHAAMH YCIAYT, T.K. OPraHH3aI(UsI
JAHHOTO BHMJA JEATEJbHOCTH 3alipelieHa Ha Teppuropun P® un Bieuer 3a
c000#i aAMHMHUCTPATUBHYI0 H YTOJOBHYH OTBETCTBEHHOCTD.

10.  Xuuienue COBEpPUIEHO IOCPEACTBOM ceTH MHTepHET IO MPEeAIorom
3apaboTKa [IPY «UI'pe» Ha OUpiKe, MHBECTHPOBAHUIS.

JlaHHBlE  TIpECTyIUIEHHA  COBEPIUAIOTCS B PE3YJIbTaTe  IIOMCKa
NOTEPIEBIIMMH  TOINOJHMTENLHOrO  HCTOYHMKAa  jgoxoxa. Kak  mpaBmio,
[OTEPIIEBIIME OCTABAIOT B CETH MHTEPHET 3aSBKY HA PETHCTPAIlHI0 W CIYCTS
HCKOTOPOE BPEMsi MM I[I€pE3BAHMBACT 3JOYMBIIUICHHHK, KOTOPBIH IIpemIaracr
CO3/1aTh JIMYHBIA KaOuHeT Ha IulaTdopme OAHOW M3 OMpK TUMOO IepPednCIIUTh
JCHEXHBIC CPEICTBA Ul MHBECTHPOBAHUS, a TaloKe YOEKIaeT NOTEPIEBIIETO
YCTAHOBHUTH MPOrpamMmbl yIaJ€HHOro gocryna «Team - Viewer» wm «AnyDesk»
C ICNBI0 OKA3AHHUS «IIOMOILM» M KOHTPOIIS 3a JIUYHBIM KaOUHETOM IOTEPIEBIIETO.
ITocme dbero JKepTBa IIOA BIMSHUEM 3IOYMBIILTIEHHHUKA CHUCTEMATHYECKH
NepeunCIsIeT AEHEKHBIE CPEICTBA PA3IHYHBIMU CYMMa Ha JIMIEBOM CYET, KOTOPhIA
oTobpaxaercss B JIMYHOM KaOumere Oupku 160 Ha GaHKOBCKUE KapTh
MOILIEHHHKOB, JyMasl, YTO MHBECTHPYET IEHEXKHBIE CPEJICTBA, 3I0YMBIIUIEHHHK, B
CBOIO OY€PCIOb, 3aKPBIBAET IOCTYN K IMYHOMY KAaOWHETY M IIOTEPIEBIIMHA He
MOKET BLIBECTH J4HHBIE [EHeXHbIe cperncrsa. [lng sToro ero yOexmaror B
HEOOXOMMMOCTH BHECEHUS! IOTTOTHUTEIHHON CYMMEI JIEHET.

Ecsin Bel Bee - Taku pemimimm 3apadoTaTh JAHHBIM BHIOM, TO CIeAyeT
HUIPATh HA NPOBEPEHHBLIX OHMPIKAX, a TaKKe IOJIb30BATHLCH YCIAYraMM
HpoBepPeHHBIX JiMI (0pOKepoB), 3aHUMAIOINUXCH JAHHOH JAeATEJLHOCTHIO.
Tax:ke cieayer 0co3HABATL PHCK MOTEPH CBOMX JACHEKHBIX CPEICTB PH HIpe
Ha OMpIKe, MHBECTUPOBAHMM, B TOM YHCJIe 0YE€Hb KPYIHbBIX CYMM.



